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Skeptical? There can't be a cure for spam that was created by a small company from North Dakota?

Need Proof? .. .. .. .. .. .. Open this file from a machine that has access to a printer and follow these
instructions in order from the beginning. Then use the last page of this document to gauge EClean's
effectiveness as a cure for unsolicited e-mail messages.

Step One - Have your ISP, E-mail Administrator or Network Administrator create a brand new E-mail
box to use for this test. --  i.e. testing@yourdomain.com

Step Two - Setup an E-mail client (Outlook, Outlook Express …) to receive messages sent to the new
address created for this test. Set the client to not automatically download new mail on startup.

Step Three - Test the new box and client to make sure it works. Delete any of your test messages.

Step Four - Download and install the Demo / Trial version of EClean from Download.com --
http://www.download.com/3000-2382-10288342.html?part=6256291&subj=dlpage&tag=button

Step Five - Setup EClean to act as the PRE-mail client for the testing address and set the following
options... Under Options, Auto …turn on use trusted "email addresses" but do not turn on "trusted
domains" (as all of the senders of this test will be in-house addresses) then turn on "Automatically
Add Clean Emails to Trusted Emails" and finally check "Automatically Delete Failed Emails" … your
options should look like this:

Step Six - Visit this page http://www.luminatech.com/ASP/trial_encode.asp and encode the new testing address.
An E-mail message with a file attached will be sent to the encoded address. The file is html ... upload
the file to your intranet or to your Website so some of the people helping with this test can click a link
to mail to the new address.. Do not delete the message with the attachment from your e-mail client.

Step Seven - Using Internet Explorer find the uploaded file so it displays in the browser. Once it loads
correctly "copy & paste" the full URL here �

Step Eight - "copy & paste" or type the new test email address here �

Step Nine - Click somewhere on the white-space of the border of this page, then printout a copy of all
pages of this document. Continue by following the last few steps on the last page of the printout.

http://www.download.com/3000-2382-10288342.html?part=6256291&subj=dlpage&tag=button
http://www.luminatech.com/ASP/trial_encode.asp
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hand-out for helper # 1

You are a spammer … you have harvested the address above from a Website. Over the course of
the next 45 minutes, starting at the top of the hour, send as much spam as you like to the address
above. Be sure to send at least 25 messages.
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hand-out for helper # 2

You are an existing client … Your messages will not be filtered by EClean because you will "already"
be on a trusted senders list.

Before the top of the hour print the email address you will be sending from in the white-space below
the dashed line, cut and / or tear on the line and give it to the administrator of this test.

After the top of the hour, and within 45 minutes, send exactly 20 messages to the address on the top
of this page.
Mark them off when sending to avoid omitting any test messages.

Message 1 Sent Message 2 Sent Message 3 Sent Message 4 Sent Message 5 Sent
Message 6 Sent Message 7 Sent Message 8 Sent Message 9 Sent Message 10 Sent
Message 11 Sent Message 12 Sent Message 13 Sent Message 14 Sent Message 15 Sent
Message 16 Sent Message 17 Sent Message 18 Sent Message 19 Sent Message 20 Sent

-------------------------------------------------------------------------------------------------------------------------------------
hand-in for helper # 2

My E-mail Address (please print legibly) :
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hand-out for helper # 3

You are a spammer … you have harvested the address above from a Website. Over the course of
the next 45 minutes, starting at the top of the hour, send as much spam as you like to the address
above. Be sure to send at least 25 messages.
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hand-out for helper # 4

You are a new client, visiting the Company Website …

After the top of the hour, and within 45 minutes, visit the Webpage above and send exactly 15
messages to the e-mail address on the displayed page.
Mark them off when sending to avoid omitting any test messages.

Message 1 Sent Message 2 Sent Message 3 Sent Message 4 Sent Message 5 Sent
Message 6 Sent Message 7 Sent Message 8 Sent Message 9 Sent Message 10 Sent
Message 11 Sent Message 12 Sent Message 13 Sent Message 14 Sent Message 15 Sent
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hand-out for helper # 5

You are a spammer … you have harvested the address above from a Website. Over the course of
the next 45 minutes, starting at the top of the hour, send as much spam as you like to the address
above. Be sure to send at least 25 messages.
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hand-out for helper # 6

You are a new client who has already sent a message to an e-mail address you pulled off of a
business card …

When you sent the message you received a challenge response asking you to visit a Webpage and
re-send your original message.

At the top of the hour, and within 3 minutes, visit the Webpage above (it was the URL the challenge
response sent to you) and send your first message by clicking on the mailto: link, then after a 7
minute pause, and for the next 35 minutes, send 9 additional messages by entering the address
below manually into the TO: field in your e-mail client.

Mark them off when sending to avoid omitting any test messages.

Message 1 Sent Message 2 Sent Message 3 Sent Message 4 Sent Message 5 Sent
Message 6 Sent Message 7 Sent Message 8 Sent Message 9 Sent Message 10 Sent
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hand-out for helper # 7

You are a spammer … you have harvested the address above from a Website. Over the course of
the next 45 minutes, starting at the top of the hour, send as much spam as you like to the address
above. Be sure to send at least 25 messages.
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hand-out for helper # 8

You are a client who is inquiring about a billing dispute and have sent to an address on the invoice
you received … Your messages will not be filtered by EClean because you will "already" be on a
trusted senders list.

Before the top of the hour print the email address you will be sending from in the white-space below
the dashed line, cut and / or tear on the line and give it to the administrator of this test.

After the top of the hour and within 45 minutes send exactly 8 messages to the address on the top of
this page.
Mark them off when sending to avoid omitting any test messages.

Message 1 Sent Message 2 Sent Message 3 Sent Message 4 Sent
Message 5 Sent Message 6 Sent Message 7 Sent Message 8 Sent

-------------------------------------------------------------------------------------------------------------------------------------
hand-in for helper # 8

My E-mail Address (please print legibly) :
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hand-out for helper # 9

You are a spammer … you have harvested the address above from a Website. Over the course of
the next 45 minutes, starting at the top of the hour, send as much spam as you like to the address
above. Be sure to send at least 25 messages.
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hand-out for helper # 10

You are a co-worker, collaborating on an important project …  Your messages will not be filtered by
EClean because you will "already" be on a trusted senders list.

Before the top of the hour print the email address you will be sending from in the white-space below
the dashed line, cut and / or tear on the line and give it to the administrator of this test.

After the top of the hour and within 45 minutes send as many messages as you would like to the
address on the top of this page.
Mark them off when sending to avoid omitting any test messages.

Message 1 Sent Message 2 Sent Message 3 Sent Message 4 Sent Message 5 Sent
Message 6 Sent Message 7 Sent Message 8 Sent Message 9 Sent Message 10 Sent
Message 11 Sent Message 12 Sent Message 13 Sent Message 14 Sent Message 15 Sent
Message 16 Sent Message 17 Sent Message 18 Sent Message 19 Sent Message 20 Sent

-------------------------------------------------------------------------------------------------------------------------------------
hand-in # 2 for helper # 10

This is how many messages I sent total :

-------------------------------------------------------------------------------------------------------------------------------------
hand-in # 1 for helper # 10

My E-mail Address (please print legibly) :
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Now become comfortable with adding trusted senders by adding a few within EClean before
continuing on. Be sure to delete all before continuing with this test. The administrator of this test
should read page 1 and page 12 of this printout fully before moving on.

…

Gather together a few people to help you with this test … at least four, more if possible.

Step Ten - Give the handouts on pages 2 through 11 to your helpers, the handouts will tell them their
role in the test and give basic instructions. Do not let the helpers see each others handouts as it can
taint the test. The handouts should be passed out at about 10 minutes to the top of the hour.

Step Eleven - After a few minutes collect the fill-outs and add # 2, # 8 and # 10's addresses to the
trusted addresses section of EClean. This needs to be complete before the top of the hour.

Step Twelve - Run EClean on the test box at 5 minutes after the hour, this adds helper # 6 to your
trusted senders list. Continue to run EClean as often as you like throughout the remaining 40
minutes. You can download your messages with your E-mail client as often as you like as long as it is
done "immediately" after running EClean. Each time you pause between running EClean and
downloading your mail it increases the chance that a "spam" will sneak in (being delivered to your
mailbox after EClean has deleted non-compliant messages.) For the purposes of this test, wait to
download your mail for 50 minutes, running EClean one final time before doing so.

Add Em Up -- The number of "legitimate" messages in your test box will vary, depending on the
number of helpers you have…

        Total Results For:
1 Helper -- 1 E-mail
2 Helpers -- 21 E-mails
3 Helpers -- 21 E-mails
4 Helpers -- 36 E-mails
5 Helpers -- 36 E-mails
6 Helpers -- 46 E-mails
7 Helpers -- 46 E-mails
8 Helpers -- 54 E-mails
9 Helpers -- 54 E-mails
10 Helpers -- 54 + however many are indicated on hand-in # 2 from helper # 10

There are many variables while conducting a test such as this, by specifying time limits in the
instructions for helpers and using a new mailbox to test we are confident you will see the
effectiveness of whitelists and EClean signatures & encoding.

Click here to purchase EClean now…

Thanks, The EClean Team!

http://www.luminatech.com/eclean/
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